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% Maritime Domain Awareness (MDA)

Maritime Domain Awareness (MDA) is the effective
understanding of anything associated with the maritime domain

that could impact the security, safety, economy, or environment.

MDA is inherently an interagency function.

With an EEZ of 5.8M km2, no single agency can maintain
surveillance of the entire area. Each agency has an interest in
different areas — together they can monitor more of the EEZ.
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%# Demo: Top 7 features of SeaVision
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1. User friendly google maps based interface

> Supports fast communication of information
> Avoids fear of technology - difficult to ‘break’
> Regional and operational level tool — tactical systems used for interdiction

Data streams
> Satellite AIS and RADAR, terrestrial AIS and RADAR, VIIRs, VMS

Baseball cards
> Provide data about vessels at a glance

Filters and Search
> Quickly find vessels of interest

Analysis Tools

> Lloyds of London database,
> Rules and Alerts

> USCG warning system

Time Machine
> Which vessels were in the area at the time of an incident

7. Communication and sharing
> Vessels of interest
> Chat function
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* Interface designed to be accessible and encourage exploration
 Analyst tools are one layer deeper
« Ability to share ‘the big picture’ of regional maritime security




Global Fishing Watch Map:
Yellow dots =
vessels broadcasting VMS
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74 ACTIVE PARTICIPATING NATIONS (as of February 2017)

%) ORBCOMM.T (] COASTAL RADAR and CORRELATED RADAR ] CORRELATED CTARY SAFSAR [ ] CORRELATED DAKARRADAR

W AR [] CORRELATED RPOL-SATSAR [] CORRELATED SATSAR

ALBANIA FRANCE LIBERIA PHILIPPINES

(7] CORREAATED TIGERI-SATSAR 7] CORRELATED ZAFSATSAR [7] CTARISATSAR [T] DAKARRADAR

ARGENTINA GABON LITHUANIA ROMANIA
AUSTRALIA GAMBIA MALTA SAO TOME & PRINCIPE
BAHRAIN GEORGIA MAURITANIA SENEGAL
. . BELGIUM GERMANY MAURITIUS SEYCHELLES
* Includes Terrestrial, Satellite AIS
1 BRAZIL GREECE MONTENEGRO SIERRA LEONE
° VI I RS BULGARIA GUINEA MOROCCO SOUTH AFRICA
CAMEROON ICELAND MOZAMBIQUE SPAIN
- CANADA IRAQ NETHERLANDS SWEDEN
® Sat el | I te Rad ar CAPE VERDE INDIA NEW ZEALAND T0GO
CHILE IRELAND NIGERIA TANZANIA
» Terrestrial radar (if connected)
CROATIA ITALY OMAN TUNISIA
DENMARK JAMAICA PAKISTAN TURKEY
L4 M S S I S DIIBOUTI JAPAN PERU UKRAINE
DOMINICAN REPUBLUC JORDAN POLAND UNITED KINGDOM
) L I O d S Of L O n d O n ESTONIA KENYA PORTUGAL UNITED STATES
y FINLAND URUGUAY
. .
« US Coast Guard Risk Analysis 5
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RADARSAT-2 Monitoring 15 March 2018

4 x RADARSAT-2 Ship Detection Scenes 81 RADARSAT-2 & AIS Vessels 928 RADARSAT-2 Only

92% “Dark Targets”
2018-03-15/21:16 UTC

nase (P 43
R

M '3 i i
; ‘ . 3
Philippines Philippines Philippi"?‘s‘ 2,
y al &

: 2018-03—15/" 21:20 UTC/




sz Ship Detects from Satellite Synthetic
8. Aperture RADAR (SAR)

PACIFIC

V¥ Benefits V¥ Limitations
= \ery large coverage area = Lower resolution than EO
= Works in all weather, day or night = Doesn't look like a picture
= Well suited for ship detection = Ships needs to have reflective surface
= See through clouds WR_pAc_pmempl;eg_m!mgggincies and sparsity in SAR reports
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Malaysia

@
Kuaida Lumpur

kittinggi
o

Jambi
o

Palembang : ALITUNG

Bangung

&= Km.nggapulu

_. Tawau
Timestamp: 2018 Jul 04 o~
23:51:03 UTC (3h 36m 53s Tarakan
ago) %
Position: 5°45'22"S,107°
26'51"E

Velocity: 16.6 kts / 80°
MMSI: 525005047
IMO Number: 9226499
Flag: Indonesia

Call Sign: YGRG

Ship Type: 6-Passenger
Length: 146 m

Beam: 23 m

History Trail ¥
Vessel Details  |marinda
o

Add Vesselto List papap
©o

Draft: 6 m

Navigation Status: 0-
Underway(Engine)
Destination: Surabaya
ETA: 07/06 @ 03:00 UTC
Source: TERRESTRIAL AIS

Sur'\‘t;faya

oMalang

saLRA#Staram
oo WEST NL

ST
Denpasar ¥

Manado

° o
Bitung

a -

US Navy

Ternate
o

Palu
o

Kendari
o

Indonesia
Makassar

A‘ Tanete
gt

M"k‘%‘:lgﬂ

Bima y Lospalos
t 8y

Maumere
AST NUSA Maup

Timor-Leste

B . Moc

Count: 289
in 1.8 seconds

Sorong
o

« Shows information on the vessel, the data and the history trail of the
vessel (customizable)
« Easily create vessel of interest list, view details, warnings




US Navy

irsty McLean ~
CPFMOC

Rules

Active Rules (1) China Flag S r < Vessels Matching Rule (28) (&
My Rules Persona Community All LAST UPDATED m

1 [EE=3 chinaFlag : 2018-07-05 03:42:41 by Kirsty McLean
MMSI Mo VESSEL.. s RULES RULER WARNI DATE Tl... VESSEL
CONDITIONS (3)
1 412068 9364746 De Ming... — — 18 050319, 7-Cargo
condition
2 sz 9192662 LeYi — — 7 042340. 7-Cargo
1 Flagis China
3 412274 9580481 YaTai 3 — — 14 050008, 7-Cargo
2 Location by AD is inside USPACOM
4 AN2377 — Lulaoyt... — — — 050337 30-Fishi

3 Location by EEZ is inside Indonesia

. 5 412466 — Bintang ... — — — 050333. 8-Tanker
Disabled Rules (3) Must match all conditions using vessel data no greater than 12 hours ago

from time of search

. 6 412477 8755429 Nan Hai — — 15 050319, 9-Other
My Rules Persona Community All
SCLEDIIED) 7 413157 9473389 XinAnY. —— — 2 050326.. 8-Tanker
No Data Runtime Starting at 12:00 UTC daily
8 413296.. — Haiyang... — — — 050319.. 9-Other
Interval Every 12 hours
9 413301.. 8770302 Hai Yan... — — 14 050235.. 9-Other
RUNTIME INFORMATION
0 413362.. — Th.amet.. — — — 050141.. 0-Unkno...
Enabled Yes
GO TO PAGE
Expiry Expires in 29d 0Oh 1m 28 RESULTS - 2 > >l 1 v 25 M

« Search on many different aspects of a vessel

« Establish a standing rule to run every day

« Set an Area of Interest and know when ships go in and out of that
area by email




Dashboard ~
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Mo Malaysia

Pematangsiantar
o

]
*uala Lumpur

A MALA
RTH SUMATRA 4
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Spgagpre

Bukittinggi
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Jambi
o

Palengbang 8

‘éial@na

Bangung

Chnstmas

QaYg'i Island

Pontianak
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Slx@aya
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Davao
Zamboanga o
o
General Santos
Sandakan °
o
__Tawau
R
Bintulu Tatakan
o
Sibu P
., % o
b = Nan Hai 9 Hao
B f Manado
e °
o Biting | Timestamp: 2018 Jul 05
EAST NORTH SULAW 03:19:59 UTC (0h 25m 53s
S A (;\‘ ago)
Samarinda - Position: 7°16'0"S,115° 10
i 8 Palu 21°E
Balikpapan ° Velocity: 0 kts / 184.8°

 SULAWES! MMSI: 412477340

IMO Number: 8755429
Flag: China

Call sign: BXTC

Ship Type: 9-Other
Length: 100 m

Beam: 87 m

Draft: 8 m

Navigation Status: 3-
ResManoeuvre
Destination: Bali Indonesia
ETA: 00/00 @ 24:60 UTC
Source: SATELLITE AIS

o
Palangkaraya

o
Tanete

oMalang
BALI Malaram ¢ Bima i Lospalo:

Timor-Leste =
Deiihar

9op

Kupan
Po 9

a US Navy
CPFMoC

Count: 26, .\ 1.,
in 4.6 seconds

N

¥ & - X
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Map dat

History Trail ¥
Vessel Details

Add Vessel to List

2 ©2018 Google 100k

 Shows all of the vessels of interest on a map

« This search is on all Chinese Flag vessels in ID EEZ

« Canrun thereport every x hrs and email it to the user (hint: the oll
rig should be there on every report ©)

S Kirsty McLean




‘Feature 5. Analysis Tool

Dashboard ~

Quick Filter

S

Shandong Haisheng

US Navy
CPF MOC

X

B Zamboanga
- WAT MMSI MO Number
anda Aceh S F; 414057000 9626546
‘ol LABUAN
TERENGGANU FEDE
ACEH ]
PERAK pe — Tawau
Medan Mal . RIAU ISLANDS o Summary Details EEZ History Port History Rules
o Y alaysia _— Tatafan
Pematangsiantar * ® ° 2
o
uala Lumpur
Sibu EXPORT AS~
NORTH SUMATRA MALA 2 °
C
4
Pt Y Nsarawax T
\ ] ~
= Shandong Haisheng NLQ ¥ ;- N oSenan_ =P
calhsT " NORTH
oy Timestamp: 2018 Jul 05 ol yol 225688
02:10:31 UTC (1h 36m 21s Samnarindsy L handon et
we alu andong Hai Shen
ago) Balikpapanz ° ’ ’
Position: 3° 57'32"§,111°3 o p Pospa CEN
17'E - KA I 7 . 9626546
Velocity: 10.8 kts /278° . < LY 9
‘ o alangkaraya BBUA
MMSI: 414057000 History Trail ¥ v
IMO Number: 9626546 KALIAATAN g 7 414057000
Flag: China Vessel Details 14 B -
Call Sign: BBUA Add Vessel to List gy - B ﬁp Ind ° . China
ship Type: 7-Cargo / v e ada n ones%a
Mak:
Length: 190 m a gssa; R () Shandong Shipping Co Ltd
Beam: 32 m Tanete 2
Draft: 13.2m Bulk Carrier
Navigation Status: 0-
Underway(Engine) o, Sl?@aya 32960
Destination: Th Sri - ,
ETA: 07/09 @ 12:00 UTC Eon oMalang 56531
Source: SATELLITE AIS saul Mataram Bima
P u 201
Derisar
In Service/commission
Kupat
= Cl‘glsatl%as S Yangzhou Guoyu Shipbuilding Co
A * Y o Lat: 4" 17'20.1"N Lon: 121° 32

« Research Insurance history of the vessel
 Understand crew make up, flag changes, inspection history
« Keep notes on the vessel to share with other users L

Kirsty McLean ~
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Safety and Security Filters

N EO———__ NEEE  JEE N R R REE RE R RE B
& C | & Secure https://seavision.volpe.dot.gov |
2 US Navy o
- Dashboard ~ Search Chat ‘ - B T 2 Kirsty McLean ~
Shandong Haisheng X
» g MMSI MO Number
ATTAN
NARATHIWAT 414057000 9626546 m
3 KELANTAN AR Sandakan
@» Vessel Name C ABA dz
TERENGGANU I\-‘«[l]i‘.f:l
TERRITORY
.' Country Borders RAK o 3 o | < History Port History Rules Alerts Warnings Lists >
. RIAU ISLANDS Shandong Haisheng = -
MaIaYSIa ol
it .
@D Areas of Operation ® o Timestamp: 2018 Jul 05
ala Lumpur - 02:10:31 UTC (1h 40m 425 :
ibu C—— ity Complianc
MALACCA § C ago) 4 Security Compliance
.’ Exclusive Economic Zones g Position: 3°57'32"5,111°3 Ship Management
I A \E'QWNZ‘ e 4TE SPS Inspection His
o . BT
S‘Qe@m N 2T Velocity: 10.8 kis / 278° = SPS Detention History
. n N . ITH N
” Alerts RIAU Pantianak Sintem MMSI: 414057000 1D History Trail i Non-detainable Security Defects
° IMO Number: 9626546 s Not Compliant With ISPS
. ) Vessel Details Ports Not Compliant With ISPS
Flag: China i a
ATRA R Ports Viewed As Insecure By ISPS
@ rules call Sign: BBUA Add Vessel 1o List oot ol Hetor
samp  ~Jambi ship Type: 7-Cargo v v o =
1= geted Crew Nafi s
Lenglh: 190 m = Targeted Crew Nationalitie
@ Wamings o Beam: 32 m 0 05 10 5 20
Palembang {esLimun Draft: 13.2m
PT Ry o PUMATRA Navigation Status: 0- Security Compliance 0
q Underway(Engine)
Destination: Th Sri Ship Management 0
LAMPUNG . 17 - 0 a
B ETA: 07/09 @ 12:00 UTC b
Source: SATELLITE AIS ISPS Inspection History 0
@Jakggna ISPS Detention History 0
BANTEN
Bandun
oo -, Sl?ﬁaya Non-detainable Security Defects 2 (1 non-detainable security defects)
SPECIAL REGION Ports Not Compliant With ISPS 2 (21SPS noncompliant ports visited)
OF YOGYAKARTA oMalang
aau Mataram Bima s R e i
pdBL AT TENOCARE o Ports Viewed As Insecure By ISPS 0
Waingapu Port Call History 0
Kupat
" °
Chlglsa‘mi“ Targeted Crew Nationalities 0 (No crew data available)

AT E Lat: 8

* Red, yellow or green ‘halos’ show level of safety or security risk
« USCG rules —can be customized to user defined fields 2




@ SeaVision - Maps X

C | @ Secure | https;/seavision.volpe.dotgov

US Navy

Quick Filter

b

CEE <30 ARSUB @ Time Machine X

Time Machine

Kariango

Maros

Bikeru

14 % Tanete
AR Y

Ol
1:02 GMT+0700 (Indochina Time)

[ 208070

Boku

- 54 - UTC SUBMIT

&= KnDe Brill

Timestamp: 2018 Jul 05
03:23:32 UTC (0h 31m 30s
ago)

Position: 5° 49'46" S, 120°

24'48"E

Velocity: 13.6 kts / 185°
MMSI: 525101071

IMO Number: 9833888
Flag: Indonesia

call sign: Yccuz
Ship Type: 55-Law

Length: 60 m
Beam: 12m
Draft: 3.5m

Navigation Status: 0-
Underway(Engine)
Destination: Benteng
Selayar

ETA: 07/04 @ 09:10 UTC
Source: SATELLITE AIS

CPF MOC

Laora

History Trail &
Vessel Details

Add Vessel to List

Count: 55
in 1.2 seconds

ﬁu-gu A

Rong

Melona

4

5

6

« Scenario —which other vessels were near Kn De Brill on 1 Jul 18

when ferry sunk?




@ Sealision - Maps x

C | 8 Secure | hitps

'seavision.volpe.dot.gov

&= 525020420

Historical data from Time Machine mode

Timestamp: 2018 Jul 01
06:00:41 UTC (93h 59m 30s
ago)

Position: 6° 5'5" S, 117° 40"
59"E

Velocity: 9.6 kts / 103°
MMSI: 525020420

IMO Number: —

Flag: Indonesia

Call sign: —

Ship Type: —

Length: —m

Beam: —m

Draft: —m

Navigation Status: —
Destination: —

ETA: —

Source: SATELLITE AlS

4

History Trail &
Vessel Details

Add Vessel to List

‘ %

Time Machine »

Time Machine

OE 5_MARSEC 5 MDA - Mcle...

ni LC

@) Seaiision - Maps - ...

-

\/
S

Minute
2018-07-01 - 1

o

P 3 SeaVision Demo

Maros

4
<y
= 4
) |
r
2
¥
7 4
P
4
P |
=
Display ALL v Is from
Sun Jul 07 2:26:47 GMT+0700 (Indochina Time)

~ UTC SuBMIT

®  Kirsty McLean

. Count: 58
Kariango

Map  Satellite
in 1.6 seconds
+
Boku

& 525015749 =3 * - 2

Historical data from Time Machine mode 3
Timestamp: 2018 Jul 01 1 4 4
06:01:01 UTC (93h 59m 35s
ago) 5
Position: 5°28'27"S, 118° -
9'33'E @
Velocity: 14 kts / 230° &
MMSI: 525015749 9 s
IMO Number: — History Trail ¥ {:}
Flag: Indonesia - —
call sign: — Vessel Details
Ship Type: — Add Vessel to List
Length: —m
Beam: —m
Draft: —m
Navigation Status: —
Destination: —
ETA: —

Source: SATELLITE AIS

SV TI

eMachine Feature Enabled

s from 2018/07/1 06:01 UTC
and 2 hours prior displayed

Turn Off SV TimeMachine Feature.

Scenario — which other vessels were near the search

18 when ferry sunk?

areaon 1 Jul




US Na
"y ®  Kirsty McLean ~

Map Dashboard ~ a- A cPFMOC ~ -

DASHBOARD c
Vessel Lists
i=  Rules
A Alerts All My Lists Persona Community U.S. Sanctioned Vessels 3
HISTORY
MMSI VESSEL NAME
M Wamnings TYPE VESSELS ~ NAME TRAIL
. 1 325823000 Yuk Tung OFF A
%  VesselLists 113 17 APR 1800 MII a :
2 341085000 Hao Fan 6 OFF
21 akademic series a8 :
3 341988000 Hao Fan 2 OFF A
.
1 EMBARCACIONES EN SEGUIMIENTO :
8 : 4 353715000 Hua Fu OFF ¢ MMS 325623000
IMO NUMBER 9030591
. CALL SIGN J7DN3
89 MsC & H 5 445018000 Ansan1 OFF ~ TYPE 8-Tanker
CARGO 0-Allships
‘ > > 17
8 U.N. Sanctioned Vessels a8 : - : : DIMENSIONS 179 % 28 x 6.5m
34 U.S. Sanctioned Vessels a8 :

1 Notes for 325823000

16 VOlI's
760 V0O 8

1 m According to open source, Japan reporting, STS with UN Sanctioned RYE SON GANG 1 on 20 Jan18 ﬁ
Last modified by Carlisle Wilson on 2018-02-23 12:59:49

4

User

roousr [ soonore

« Communicate online with other watch stations
« Share Vessels of Interest Lists

« UN and US sanctioned vessels =




WY Summary — Key Messages

N EOfeR PO

MDA is an interagency effort
* No single agency can monitor all of Indonesia’s EEZ
- “see something, say something’
 Fusion or maritime info centers help interagency cooperation
« US Embassy agencies are cooperating to support MDA in
Indonesia.

 Regional maritime security is important
 Indonesiais aregional leader

* Understanding the ‘patterns of life’ is important in order to identify
unusual activities in Indonesian waters

 This tool provides information — not intelligence. Analysts
combine info to generate intelligence. There is no “silver bullet’.

 SeaVision has made huge improvements in the last 10 years. We
are keen to work with your experts to make it even better. 16



¥ % Questions
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