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0 Intent of this brief is to discuss the importance of information sharing
between military and civilian stakeholders during a disaster, and the
challenges, planning, and preparation involved.

Provide an overview of information sharing best practices and
possible guidelines to utilize, along with select information sharing
platforms and information sources for effective civ-mil sharing.

Present historical challenges and opportunities to streamline and
improve the effectiveness of information sharing during disaster
response.

It is not the intent of this brief to convey how civ-mil information
sharing activities should be conducted, but rather to foster ongoing,
open discussion.




= Introduction

* “Information sharing between humanitarians and military
actors should contribute to having a common situational
awareness as the response operation progresses”

— OCHA CMCoord Field Handbook
* “The sharing of information in both directions is an essential
element of successful Foreign Disaster Relief Operations”
— Foreign Disaster Relief Handbook
* “The sharing of information is particularly critical because no
single responding entity—whether it is an NGO, IGO, assisting

country government or host government—can be the source
of all of the required data and information”

— JP 3-29 Foreign Humanitarian Assistance


Presenter
Presentation Notes
Information sharing is described as a critical activity by all parties involved 

Information sharing between humanitarians and military actors should contribute to having a common situational awareness as the response operation progresses (CMCoord Field Handbook 2015,  pg 113, Table 11) 
Similar sentiment is mentioned in every publication that discusses civ-mil info sharing.  Military speak: Common Operating Picture, Unity of Effort. 
 
The sharing of information in both directions is an essential element of successful Foreign Disaster Relief Operations (FDR Handbook [purple book], pg B-6)
This particular one reiterates that communication is not one way, reinforcing concepts such as unity of effort, COP, etc.  

Information Sharing is a Shared Task (JP 3-29, pg IV 11) 
Full quote: “The sharing of information is particularly critical because no single responding entity—whether it is an NGO, IGO, assisting country government or host government—can be the source of all of the required data and information. Making critical information widely available to multiple responding civilian and military elements not only reduces duplication of effort, but also enhances coordination and collaboration and provides a common knowledge base so that critical information can be pooled, analyzed, compared, contrasted, validated, and reconciled.”

Even within the humanitarian system, it is a collective effort to share and disseminate information. The cluster system, and popular tools such as Reliefweb, were key advancements towards information sharing 
 




HADR Information Sharing

e Decision-makers need information
Whole of Government Effort

Military shares with civilian government,
NGOs; International Agencies; and Private
Sector Organizations

* Information resource collaboration
Improves shared situational awareness
Common Operating Picture
Increases unity of effort

* Broad challenges to sharing

Understandable and actionable information

Accessible multi-hazard decision tools

Mechanisms for effectively sharing resources
and solutions

Distrust amongst civilians and military


Presenter
Presentation Notes
The basis for coordination in relief operations is information sharing.
If information is properly shared and tasks are appropriately divided, a foundation can be laid for collaborative planning, if appropriate.
The military's willingness to work at the unclassified level is essential to open collaboration with civilian and other militaries responding to a disaster.
Information Support to Disaster Relief Operations, developed by the Asia-Pacific Intelligence Chiefs Conference (APICC), is the best starting point for answering these questions.



Operational Information Sharing Lessons Learned

A brief look at Information Sharing Lessons Learned from major responses: Haiti
earthquake, Japan Earthquake and Tsunami, Typhoon Haiyan, Ebola Response, and
the 2015 Nepal earthquake, revealed common findings:

Information Flow and Systems were fragmented
¢ Too many different information sharing mechanisms

Some websites for information sharing had some utility for the response
but usefulness was limited

Specific information requirements should be developed and shared
(preferably a single set)

There was no Common Operational Picture (COP) for all responders for
effective coordination and to reduce duplication of effort

Using “secret” networks hindered response



Presenter
Presentation Notes
CFE-DM took a look at various  AARs and lessons learned documents for international responses to major natural disasters over the past eight years. The intent of this survey was to examine key lessons learned on information sharing and to see if there were some common themes that ran throughout each response event. This would help inform best practices on information sharing for future disaster response. 

These included the Haiti earthquake, Japan earthquake and tsunami, Typhoon Haiyan, the Ebola response and the 2015 Nepal earthquake

It became apparent that there were common lessons learned on Information Sharing that were seen throughout each response

Some select lessons learned are captured on this slide    


&,

Main findings:

o A collective Information Sharing Platform is needed

¢ A shared, reliable, easily accessible information platform is needed to
share information between humanitarian and military responders and
other actors to ensure timely and effective response

o A Common Operational Picture (COP) is also needed

¢ A common situational awareness of who is doing what and where is
essential for smooth coordination and to prevent unneeded duplication

of efforts

o Information should be shared across unclassified networks

¢ Sharing across open, unclassified platforms promotes the sharing of
information across the response spectrum and helps ensure speedy
and reliable information sharing, thus improving response efforts


Presenter
Presentation Notes
These are the common, most reported on, main findings on Information Sharing from the CFE-DM survey of select AARs

These three findings stood out amongst the various lessons learned on information sharing and can be applicable for future response efforts 


Information Sharing Perspectives

A“ A\

The key coordination elements in natural disasters and complex
emergencies are information sharing, task division and planning.

The scope and modus operandi of these key elements will change with the
context and with the focus of the five CMCoord tasks:

Establish and sustain dialogue with military forces

Establish a mechanism for information exchange and humanitarian action with
military forces and other armed groups

Support development and dissemination of context-specific guidance for the
interaction of the humanitarian community with the military

Assist in negotiations in critical areas of humanitarian-military interaction

Monitor activity of military forces and ensure positive impact on humanitarian
communities

dRITED NATIONS


Presenter
Presentation Notes
The following slides are from main policy and guidelines from the UN that provides an outline on information sharing best practices.  





Information Sharing Perspectives

A‘h A\

Information is exchanged in any case, be it the
minimum necessary to deconflict operations, or
| situational information and analysis required to
fulfill each actor’s respective tasks, including
security information, or information on threats
and population movements relevant for
humanitarian assistance and PoC. Humanitarian
and military actors have different reasons and

| ways to collect, analyze and share information.

dRITED NATIONS



Presenter
Presentation Notes
This OCHA perspective is from the UN OCHA CMCoord field handbook.  Important note is the highlighted, that information is exchanged in any case, regardless of context.  It is the minimum that must occur during CMCoord. 

PoC: Protection of Civilians


Information Sharing Perspectives

8 Information sharing between all parties is critical to \
maximizing unity of effort. Foreign military forces must |
take the initiative to ensure maximum information |
sharing with the affected state and humanitarian
community...Security concerns may preclude the foreign
military forces from sharing complete operational
information but every effort to maximize sharing should
be made. Conversely, some members of the
humanitarian community may be reluctant to share
some information about their activities for fear of
compromising their neutrality and independence...

_\-Mm o e

|

TN }.‘-’ 20 W
o B0 et ot
'i |.&- & 1 '}.‘}1.! 1|. . :!-



Presenter
Presentation Notes
From MNF SOP HADR Extract.  2.4.6  

The MNF SOP emphasizes sharing with the affected state.  Overall the SOP places more emphasis on the need for military forces to be proactive. 
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Presenter
Presentation Notes
These Guidelines provide a framework for information sharing operations during Humanitarian Assistance and Disaster Relief (HA/DR) support operations. These Guidelines are a collaborative effort among Indo-Asia-Pacific countries, usable by any affected and assisting states, to develop a flexible HA/DR information sharing / management template in response to various HA/DR events in the Asia Pacific region. Situations requiring HA/DR operations / responses can result from a wide range of events – both natural and man-made catastrophes. These situations can occur with little to no warning, or indicators may present themselves weeks prior to a crisis. It is imperative that processes be in place and understood to rapidly share information critical in effectively assisting the affected state / region, alleviating human suffering. 

An objective of this document, is determining “What are our priority information requirements (PIRs)?”  The guidelines provide information requirements for many types of hazards.
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APICC Multinational Guidelines

L
The nature and scope of the disaster or crisis to include additional hazards caused by
the disaster. What is the estimated population at risk? How many affected areas need
to be evacuated? What is the status of the evacuation?

T
What is status of the Affected State’s response and have they requested or welcomed
international assistance?

== al i o
What is the status of International Aid Agency operations and Assisting Military,
International Organizations, and NGO resources? What are their priorities in dealing

-
-

(=
with the situation? -
- v e — L Y e F ol A -
Air/Sea Ports of Disembarkation (APOD/SPOD) operational status and capabilities. -

., e
The strengths, locations, dispositions, capabilities, and intentions of any individuals,
organizations or groups that may pose a threat to the safety and security of the force. [~

Fik—a4T7 e
Which jurisdictions are within the projected path of the hazard? What are the ~
jurisdictional boundaries of the disaster area?

S — -
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Presentation Notes
These are some examples of the PIRs included in the APICC multinational guidelines


Information Sharing Systems
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Presenter
Presentation Notes

This slide is representative of the various HADR information sharing platforms available out there

There are many not represented here and this slide is not meant to be a comprehensive listing; Rather it is a visual to show the wide variety of information sharing platforms available

Many of these systems can be used for collaborative civ-mil information sharing 


Reliefweb

A \Q

e ReliefWeb is the leading humanltarlan
information source on global crlses
and disasters. It is a specialized digital
service of OCHA.

r

It provides reliable and timely -

1 |
information, enabling humanitarian = B = = )

|
workers to make informed decisions S e A S A e e T

and to plan effective response. s
Reliefweb collects and delivers key
information, including the

latest reports, maps and
infographics and videos from trusted

dRITED NATIONS


Presenter
Presentation Notes
This is the first of several slides showing key UN systems and platforms, highlighting their capabilities

Reliefweb is probably the most popular website for HADR information

Most widely used platform used by all humanitarians and other groups to share info, reports, maps…you name it.  

If one website should be remembered from this deck on where to acquire humanitarian information, it should be this one.

There is no rule that says military forces can’t put information on relief web. Uploading documents is a relatively straightforward process.  


HumanitarianResponse.info

A‘

* Purpose: to support efficient,
effective, and coordinated
humanitarian response through
the sharing of operational
information.

Goal: to be the place where the
disaster response community can
share, find, and collaborate on
information to inform strategic
decisions.

Target audience: persons deployed
to respond to complex
emergencies and disasters.

dRITED NATIONS


Presenter
Presentation Notes
HRinfo is a preferred platform for humanitarian information management officers.  




Humanitarian Data Exchange (HDX)

* Purpose: The Humanitarian Data
Exchange (HDX) is an open

platform for sharing data. Thegoal [ " .
W Data Exchange

of HDX is to make humanitarian
data easy to find and use for
analysis. Datasets has been
accessed by users in over 200
countries and territories.

dRITED NATIONS


Presenter
Presentation Notes
Another OCHA site.  Great resource for raw data.  Easy to navigate, with all sorts of humanitarian data to help gather a picture of a situation before disaster, as well as key infrastructure.  For instance, you can find detailed spreadsheets on airports for most countries, with their GPS coordinates and their dimensions and other key data. 

Essentially is another repository, but for datasets.



* Purpose: To enable real-time
disaster coordination by incoming *2
response teams, such as USAR and
Foreign Medical Teams

e Utility: Primarily used for
operational information exchange,
but also for information sharing
before and after a disaster. It can
be used to access information on
disasters, training events,
meetings, and for online
discussions. It also contains an
online simulator to practice = s ke PR Bicse
information exchange during a
disaster

dRITED NATIONS


Presenter
Presentation Notes
Overview: The Virtual On-Site Operations Coordination Centre (Virtual OSOCC, or VOSOCC) is a web-based information management tool developed by the United Nations Office for the Coordination of Humanitarian Affairs (OCHA), and is a partner of the Global Disaster Alert and Coordination System (GDACS)
 
Category: Information management/sharing tool; Coordination for disaster response (Primarily United Nations Disaster Assessment and Coordination Team [UNDAC], Urban Search and Rescue Teams [USAR], Foreign Medical Teams [FMTs]); Disaster alerts
 
User base: UN, USAR teams, FMTs, UNDAC team, disaster responders. 30,192 registered users (2017)
   
Well-known and utilized pre-deployment communication tool for UNDAC, USAR, FMT teams readying for deployment
An effective and stable information sharing tool during emergencies, as well as during the pre- and post- phases
Relatively open and easy web-based access; Venerable, experienced platform around since 2003 in its present form
Well-established user base of global responders and disaster managers



® Common Information Sharing Platform Challenges

While information sharing platforms are very useful tools for civ-mil
information sharing, there are some challenges to be noted:

» Access to some systems are limited to select members

« Some humanitarian workers and military responders may prefer to use
their own or another information sharing platform for response

* Interoperability appears to be limited across most systems

» Information exchange and collaboration is mainly through web access;
The lack of a mobile app may potentially limit field operation inputs; If a
mobile app exists, not all functionality may be available

« Some information sharing systems are relatively new and under
ongoing development

« Adoption of other platforms may be challenging to those used to a
particular system


Presenter
Presentation Notes
While the previous slides focused on widely used UN-based platforms, these are some of the common challenges information sharing platforms from other organizations, including the UN, face 


RCG Information Sharing Working Group

* Asoutlined in the RCG Terms of Reference: The
RCG was formed to (in regards to information
sharing):

e ...“b) facilitate exchange of information and
innovative ideas to enable well-coordinated
and needs-based effective disaster response to
a broad range of humanitarian emergency
operations...”

 The Regional Consultative Group (RCG) mid-term
consultation took place in June 2018. The meeting
discussed the establishment of the Information
Sharing Working Group


Presenter
Presentation Notes
From UNOCHA: A multi-stakeholder Regional Consultative Group (RCG) on Humanitarian Civil-Military Coordination for Asia and the Pacific was formed in 2014 to act as a regional forum that brings together the humanitarian, civilian and military actors involved in disaster response preparedness planning and disaster response in the region. As outlined in the RCG Terms of Reference, the RCG was formed to: a) discuss response preparedness planning, with a focus on coordination of operational planning between civilian and military actors; b) facilitate exchange of information and innovative ideas to enable well-coordinated and needs-based effective disaster response to a broad range of humanitarian emergency operations; c) strengthen linkages with other relevant platforms with an emphasis on the relationship with Regional Organizations and the Global Consultative Group on Humanitarian Civil-Military Coordination. The chairmanship of the RCG is rotated among Member States on an annual basis.

For this slide the section on information sharing from the RCG TOR is emphasized. 


®hformation Sharing (IS) discussion from the Regional Consultative Group (RCG) DEC

2017, Singapore

References to the importance of Information Sharing:

* Information Sharing (IS) is an critical, foundational, cross-cutting
element in both preparedness and response

* IS helps to foster trust and transparency
* Role of IS in Phase 0--enhancing predictability of response
e |S critical to de-confliction

* New roles in challenging environments dictate increased IS among
disparate actors

* Typhoon Haiyan demonstrated need to increase the speed and
scale of response; IS has a critical role in accelerating response

* Importance of situational awareness/COP, interoperability,
unclassified and timely IS. “Need to share, not need to know”


Presenter
Presentation Notes
The third annual RCG meeting was held in Singapore in December 2017.  CFE-DM staff noted participant discussion about the importance, challenges and recommendations on information sharing. 

These lessons observed, challenges and recommended best practices are captured in summary within this slide and the following two slides  


Information Sharing (IS) discussion from the Regional Consultative Group (RCG) DEC

2017, Singapore

References to the challenges of information sharing:

 The IS challenge for the humanitarian community is having little
bandwidth for training--humanitarians engaged in real world crises

 There may be different IS demands from disaster-to-disaster (i.e,
Cyclone vs. EQ)

* |Importance of using a commonly-understood/available/local IS
platform vs. a complex, little known or understood foreign platform

 Multiple, overlapping, competing platforms, yet no one platform
does it all

* Sovereignty issues of where server sits
e Each coordination platform has its own intricacies

* Plethora of stakeholders; IS/C2 of volunteers; challenge of IS re:
media/press

* Unique challenges of IS in the “wide open Pacific”



Information Sharing (IS) discussion from the Regional Consultative Group (RCG) DEC

2017, Singapore

General comments/way ahead:

 Technology is a powerful enabler, but the use and purpose of
information sharing must be defined in order to enhance capacity
building

» “Gateway” idea: Search engine/portal (or starting point) to connect
to the different IS platforms in use

 There needs to be a clarity of roles and responsibilities between
national and international stakeholders

 Data more important than the platform; Need different tools for
different jobs

 There is a need for data sharing agreements before disaster strikes
* |S platforms must be discussed at exercise planning conferences

 Many RCG participants recommended the establishment of a
Working Group (WG) on IS



CFE-DM Information Sharing Initiatives

Information Products:

* Disaster Management Reference Handbooks -
 Liaison Civ-Mil journal

* Best Practices Pamphlets

* Fact Sheets

e Case Studies

* Reports and Studies

* AARs

* Disaster Information Reports
* Country DMHA assessments

Research partnerships /collaboration with:
e Columbia University SIPA Program

* Naval War College

e James Cook University

e University of Hawaii

e Air Force Institute of Technology

* University of California San Diego

2REQIFENE



Presenter
Presentation Notes
A sampling of information products available from CFE-DM. Can be used for HADR information sharing before, during and after a disaster, as well as to enhance training and education efforts

Also a sample listing of research partners and ongoing research collaborations
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Joseph D. Martin, Director

Joseph.d.martin2@pacom.mil

https://www.cfe-dhma.org
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